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Hybrid Work SoluticSn for SMB

() Course Overview:

This course equips you with the knowledge and skills to
assess, design, implement and operate all the core
technology solutions of the Hybrid Work model such as
IT infrastructure with Centralized Cloud Dashboard, real-
time collaboration, zero-trust security, observability and
secure access service edge (SASE) to make sure your
hybrid work model is a success for both employees and
the organization.

A2k Who Should Attend:

The primary audience for this course is as follows:

« Single SE with roles including pre-sales, design and
deployment. Some Meraki knowledge but very high
level view of security or Webex suite.

« SE with specific technology focus such as security or
collaboration
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Prerequisites:

Before taking this course, you should have earned a

CCNA certification or be familiar with:

« Basic network fundamentals and building simple
LANs

» Basic IP addressing and subnets

« Routing and switching fundamentals

 Basic wireless networking concepts and terminology

Company agrees to have the NFR equipment bundle at
least minimum one per partner location or to order NFR
equipment to enter this program. This bundle has to be
up-to-date or upgraded for gear in reduced cost might be
required. (Requirement applying for 2-3 class.)
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¥ Course Objectives:

Design and implement a basic hybrid work solution that

includes:

« Assessing customers environment.

« Bring up a real-time collaboration.

« Managing devices with Centralized Cloud Dashboard.

« Enforce policy-based security control, ensure user and
device visibility, report and alert threat detection, and
encrypt and authenticate users and devices end-to-
end.

« Converge networking capabilities with cloud-native
security functions to simplify deployment and
streamline management in the cloud.

« Enable end-to-end visibility and insights.

Course Duration

Course will be delivered for 2-4 hours each week for up
to 8 weeks.

Assume 8 classes make up one complete course.

In Classes 1 through 4, students use 100% N1 lab (demo
only) maybe 2 hours long per class, could be more.
Within 5 days of order they receive license for control
hub. We can possibly design some labs around this.

In Class 5, students have NFR equipment that they set
up in their environment (for their company?) probably 4
hours long, if not more.

E?? Program Compohnents:

Project Manager follows up with students to ensure they

have completed order for all equipment in BOM in time to

receive lab by Class 5.
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% Course Outline:

Section 1: Hybrid Work Overview and Components
o Topic 1: Hybrid work overview

« Topic 2: What technology makes hybrid work
possible?

« Topic 3: Hybrid work technology solutions and offers

« Topic 4: Hybrid work solutions by industry and
portfolio explorer intro

« Topic 5: Assess your existing hybrid work maturity

Section 2: Choose the hybrid Work solution that is right
for business outcome
« Topic 1: Hybrid work solutions categorization

« People
o Technology
« Places
« Topic 2: Secure Access Solutions
« Cisco Duo
o Cisco Umbrella
« Cisco Secure Endpoint
« Cisco Secure Client
« Cisco Secure Email (?)
« Cisco Meraki Dashboard
« Topic 3: Secure Collaboration Solutions
o Webex suite
« Topic 4: Enhanced Visibility Solutions
« ThousandEyes endpoint visibility
« Meraki Dashboard (Meraki Systems Manager?)
o SecureX
o WebEx Control Hub

Section 3: How to order equipment — after the design

Section 4: Meraki Dashboard and Features
« Topic 1: Describing the Cloud and the Cisco Meraki

Dashboard

« Topic 2: Hardware, software and configuration
components

« Topic 3: Meraki monitoring tools

« Topic 4: Troubleshoot Meraki network

« Topic 5: Meraki Systems Manager

« Topic 6: Introduce Cisco+ Secure Connect
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Course Outline (Cont.): Labs:

Section 5: Exploring Cisco Umbrella Equipment might be set up as office, remote home, and

« Topic 1: Exploring Cisco Umbrella components in potentially work from anywhere. (camera in home).
integration possibilities

« Topic 2: Cisco Umbrella Policies Overview and basic Use Cases for Home
configuration « Camera and Laptop

« Topic 3: Configuring Cisco Umbrella Policies « Deskpro

« Topic 4: Leveraging Umbrella with Secure Client « Access point from Meraki

« Topic 5: How to combine with Cisco+ Secure Connect

] . . Office Use Cases
Section 6: Cisco DUO Overview and Features

« Topic 1: Examining Cisco DUO framework
« Topic 2: Cisco DUO key features and basic deployment
« Topic 3: How to combine with Cisco+ Secure Connect

High Risk Issues
o Firewalls
« Greenfield, Replace, Meraki reconfigure, other

Section 7: Cisco Secure Endpoint Overview firewall that stays (we cannot cover this, too many

« Topic 1: Solution components and features options)

« Topic 2: Identify and use the primary analysis features « Remote office and main office site will be

« Topic 3: Basic steps required to plan, deploy and configured in the home. Deal with firewall issues
troubleshoot the solution inside the home.

« Topic 4: Cisco Orbital « Pretest to show what ports are open/closed on

Section 8: Enabling Remote Communication and student’s location firewall before class begins.

Collaboration (Webex, Secure Client Topic) —

Collaboration at the end — after Secure Endpoint Avoid issue of control hub becoming part of the
« Topic 1: The role of remote communication and corporate network:
collaboration Labenvironment@companyname.com

« Topic 2: Hardware, software and configuration
components

« Topic 3: Empowering collaboration needs for hybrid
work with Webex Suite

« Topic 4: Describing Webex Suite features

« Topic 5: Basic Troubleshooting

Section 9: Cisco ThousandEyes Overview
(Focus on Endpoint Agents)
« Topic 1: Introducing Cisco ThousandEyes

« Topic 2: Deploying ThousandEyes Agents

o Topic 3: Implementing ThousandEyes Tests

« Topic 4: End-to-end visibility and insights with Cisco
ThousandEyes

Section 10: Cisco SecureX and Network Analysis
« Topic 1: Platform overview

« Topic 2: Basic Deployment and Configuration
« Topic 3: Detect & Respond
« Topic 4: Automation & Orchestration (?)
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E/ Notes:

Course includes practical deployment of remote and
office components and interconnections WFO, WFH,
WFA.

To be based on real-world scenarios and use-cases.

Business + Technical overview -
https://www.cisco.com/c/m/en_us/solutions/industries
/portfolio-explorer/portfolio-explorer-for-
government.html?s=explore-the-use-cases&u=secure-
enterprise-network-access-and-
orchestration&o=business-overview

How to match licenses with technical equipment and
requirements?

Lab maximally preconfigured part + deployment from
scratch to compare with preconfigured results.

Working pod VS student pod that will be configured.
Student can compare.

Find solutions and run assessment for existing situation:

« Solution assessment and design: Assess what the
customer current situation. Where are they at the
moment with respect to Hybrid work.

« Creating a design for the Hybrid work solution

https://www.cisco.com/c/en_uk/solutions/hybrid-
work/guide-me.html?ccid=cc002464&0id=giddnc029988

Discover examples of success from other Companies.

Can we use dCloud to teach some of the products.
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https://www.cisco.com/c/en_uk/solutions/hybrid-work/guide-me.html?ccid=cc002464&oid=giddnc029988
https://www.cisco.com/c/en_uk/solutions/hybrid-work/guide-me.html?ccid=cc002464&oid=giddnc029988


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



