Multifactor Auth Health, Adaptive Auth, Policy BYOD, SSO
Device Trust MFA ACCESS BEYOND
Monitor and identify risky devices N Y Y
Visibility into security health of laptops and desktops (Duo Device Health application) N Y
Visibility into security health of mobile devices N Y Y
Identify corporate owned versus BYOD laptops and desktops N N Y
Identify corporate owned versus BYOD mobile devices N N Y
Identify if a third-party agent is enabled on the device (Ex: Anti-virus, Anti-malware) N N Y
Adaptive Authentication & Policy Enforcement MFA ACCESS BEYOND
Enforce policies based on user's location N Y Y
Block Tor and anonymous networks N Y Y
Detect anomalous or risky access N Y Y
Enforce device trust policies based on security health of laptops and desktops (out-of-date
|software, encryption, firewall, etc) N Y Y
Enforce device trust policies based on security health of mobile devices (encryption,
tampered, screen lock, biometrics) N Y Y
Notify users to remediate their devices N Y Y
Limit device access to applications based on enroliment in endpoint management systems
lsuch as Landesk, JAMF, Microsoft Intune N N Y
Limit mobile access to applications based on enroliment in MDMs (AirWatch, Mobilelron,
Microsoft Intune) N N Y
Secure Application Access & Single Sign-On (SSO) MFA ACCESS BEYOND
Secure access to internal company web applications (Duo Network Gateway) N N Y
Secure access to specific internal servers via SSH (Duo Network Gateway) N N Y
Secure remote access to applications hosted in AWS, Azure, and GCP (Duo Network
Gateway) N N Y
Price breakdown by end user count (Distribution across product levels) MFA Access Beyond
1-500 $3.00 $6.00 $9.00
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https://duo.com/product/endpoint-visibility
https://duo.com/product/adaptive-authentication-and-policy-enforcement
https://duo.com/product/secure-remote-access-and-single-sign-on-sso

